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Abstract

The rapid growth of online education in Nigeria raises ethical concerns about data privacy and
security. This study explores these concerns in Nigeria’s online education. This work provides
an overview of online education's evolution, challenges, and data privacy issues. Key ethical
considerations, including informed consent, user rights, data retention, transparency,
accountability, and equitable access, were examined. The paper assessed current data privacy
and security practices, identified challenges and gaps, and proposed recommendations.
Recommendations covered policy and regulation, technological solutions, and education as well
as awareness initiatives. In conclusion, this review highlights the ethical importance of data
privacy and security in Nigeria’s online education and offers strategies to enhance data ethics
and safeguard individuals' information while supporting the growth of online learning
platforms.
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Introduction

The use of online education, often referred to as e-learning or distance learning, has
witnessed a remarkable surge in recent years, transforming the educational landscape across the
globe. In Nigeria, a country marked by its diverse population and unique educational challenges,
online education has emerged as a promising solution to address issues related to access, quality,
and flexibility in learning. This section delves into a comprehensive exploration of the
background of online education in Nigeria, tracing its evolution, highlighting its importance, and
elucidating the key challenges it faces, thus setting the stage for a profound analysis of the
ethical considerations surrounding data privacy and security in this context.

The concept of online education has its historical roots in traditional correspondence
courses and early forms of distance education, which allowed learners to access educational
materials remotely, typically through printed materials and postal services (Okebukola &
Jegede, 2019, Ayo, Odukoya, & Azeta, 2014). However, the advent of digital technologies,
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particularly the internet, heralded a new era of online education in Nigeria. The proliferation of
the internet in the late 20th century provided the foundation for the exponential growth of online
education platforms. In Nigeria, the first significant wave of online education initiatives emerged
in the early 2000s, with the objective of utilizing the internet's reach to expand access to
education, particularly at the tertiary level (Onuoha, 2019, Abdullaev, Kendjaeva, &
Xikmatullaev, 2019).

One remarkable milestone was the establishment of the National Open University of
Nigeria (NOUN) in 2002. NOUN pioneered open and distance learning in the country, offering
a broad spectrum of programs accessible to students from diverse geographical locations. By
embracing online learning technologies, NOUN played a pivotal role in integrating technology
into Nigeria's education system (National Open University of Nigeria, n.d., Pandey & Tiwari,
2014). Furthermore, several private and public universities in Nigeria have progressively
integrated online components into their educational offerings. This integration enables students
to access lectures, assignments, and learning resources through digital platforms, thus
augmenting their learning experience (Okebukola & Jegede, 2019, Habila & Nachandiya, 2018).

Online education has assumed a pivotal role in Nigeria's educational landscape due to
several compelling reasons:

Nigeria's vast geographic expanse poses substantial challenges when it comes to ensuring
access to quality education. Online education transcends geographical boundaries, enabling
students from remote and underserved areas to access educational content (Pandey & Tiwari,
2014;UNESCO, 2020 & Abdulmajeed, Joyner, & McManus, 2020).

The inherent flexibility of online education is particularly valuable in a country where
many individuals need to juggle multiple responsibilities. Online learning allows students to
balance their studies with work or family commitments (Ope-Davies, 2021; Habila &
Nachandiya, 2018 & Onuoha, 2019). Online education can be a cost-effective solution for both
students and educational institutions. It reduces the need for extensive physical infrastructure
and can accommodate a larger number of students without the spatial constraints of traditional
classrooms (Okebukola & Jegede, 2019; Abdulmajeed, Joyner, & McManus, 2020; Pandey &
Tiwari, 2014).

In an era where technology permeates every facet of society, online education equips
students with essential digital literacy skills. These skills are paramount for participation in the
modern workforce and align with the goals of Nigeria's digital economy initiatives (UNESCO,
2020; Habila & Nachandiya, 2018 & Ope-Davies, 2021). Online education platforms offer
students access to a vast array of digital resources, including multimedia content, research
materials, and interactive learning tools. This wealth of resources enriches the educational
experience and promotes self-directed learning (Onuoha, 2019, Abdulmajeed, Joyner, &
McManus, 2020; Habila & Nachandiya, 2018). Despite the promising potential of online
education, it faces several formidable challenges in the Nigerian context:

Nigeria grapples with a pronounced digital divide characterized by disparities in internet
access and technology ownership between urban and rural areas (UNESCO, 2020). A study by
the Nigerian Communications Commission (NCC) in 2020 revealed a significant disparity in
internet access between urban and rural areas. The report indicated that internet penetration
stood at 73.8% in urban centers compared to a mere 40.2% in rural regions (NCC, 2020. This
digital divide can limit the reach of online education initiatives, leaving marginalized
communities underserved.

Inadequate infrastructure, including unreliable electricity and inconsistent internet
connectivity, poses a substantial hindrance to the effective delivery of online education
(Okebukola & Jegede, 2019). A 2021 World Bank report titled "Nigeria Development Update™
emphasizes the challenges posed by unreliable electricity supply in the country. The report states
that only 47% of Nigerians have access to reliable electricity, which significantly impacts the
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feasibility of online learning (World Bank, 2021). These infrastructure challenges affect both
students and educational institutions, impacting the quality of the learning experience.

Ensuring the quality of online education programs is a pressing concern. Challenges
related to accreditation, assessment, and the monitoring of course delivery can pose hurdles in
maintaining and assuring educational standards (Onuoha, 2019). The lack of a robust quality
assurance framework for online education programs in Nigeria is a concern raised by several
experts. A 2015 article by Regha, discusses this issue, highlighting the need for clear
accreditation guidelines and effective monitoring mechanisms for online courses (Regha, 2015) .
Quality assurance mechanisms need to adapt to the unique features and challenges of online
learning.

While smartphones have become increasingly ubiquitous, access to personal computers
and stable internet connections remains a challenge for many Nigerians (UNESCO, 2020). A
2022 survey conducted by the National Bureau of Statistics (NBS) of Nigeria indicates that
while smartphone ownership is on the rise, access to personal computers remains limited,
particularly in low-income households. This disparity can disadvantage students in online
learning environments (NBS, 2022). This limitation impacts students' ability to participate fully
in online courses, particularly those that require specialized software or larger screens.

As online education platforms collect and store vast amounts of student data, concerns
about data privacy and security have emerged as critical challenges (Abdulrazaq, Ndako.,
Emecheta., & Aliyu 2020). The increasing use of online education platforms in Nigeria has
raised concerns about data privacy and security. A research paper by Okafor, Oparah &
Okwudili, (2018) explores these concerns, emphasizing the need for robust data protection
measures in online learning platforms (Okafor, Oparah & Okwudili 2018). This challenge forms
the focal point of this systematic review.

In the digital age, the handling of personal data in online education platforms has
assumed paramount importance. These platforms collect a wide range of data, encompassing
student profiles, learning activities, assessment results, and communication logs (Okebukola &
Jegede, 2019). This data is invaluable for personalizing learning experiences, monitoring
progress, and improving educational outcomes. However, it also poses substantial ethical and
practical challenges related to data privacy and security.

Data privacy pertains to the protection of individuals' personal information, ensuring that
it is not misused or disclosed without proper consent. Data security, on the other hand, focuses
on safeguarding data from unauthorized access, breaches, or loss (Abdulrazaq et al., 2020 &
Yang, Xiong & Ren 2020). In the context of online education, the ethical handling of data is of
paramount importance, as it involves the sensitive information of students, educators, and
institutions.

The ethical considerations surrounding data privacy and security in online education
platforms encompass issues related to informed consent, user rights, data retention,
transparency, accountability, and equitable access (Bietz., Bloss., Calvert., Godino., Gregory.,
Claffey., & Patrick 2019 & Sheridan, 2022). These considerations are integral to upholding
individuals' privacy rights, maintaining the integrity of educational data, and fostering trust
among users of online education platforms.

Statement of Problem

The rapid proliferation of online education in Nigeria has introduced innovative learning
opportunities, but it has also given rise to critical concerns regarding the data privacy and
security of students and educators. As online education platforms collect and store extensive
volumes of sensitive data, including personal information and learning activities, there is a
pressing need to address the ethical dimensions of data privacy and security within this context.
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Nigeria, with its diverse population and complex educational landscape, faces a multitude of
challenges in balancing the benefits of online education with the safeguarding of individuals’
personal information. These challenges include the digital divide, inadequate infrastructure,
quality assurance, limited access to devices, and the evolving landscape of data protection laws
and regulations. Moreover, ethical considerations within the realm of data privacy and security
are multifaceted. Issues encompass informed consent, user rights, data retention, transparency,
accountability, and equitable access. The potential consequences of mishandling data, including
breaches, unauthorized access, or misuse, pose significant risks to both students and educators
participating in online education platforms.

Research Objectives
This systematic review aims to achieve several key objectives:

1. To assess the current state of data privacy and security in online education platforms in
Nigeria.

2. To identify ethical considerations related to data privacy and security in the Nigerian
online education sector.

3. To identify challenges related to data privacy and security in the Nigerian online
education sector.

Research Questions
The research questions to guide an investigation into data privacy and security in Nigerian
online education platforms:

1. What are the existing data privacy and security measures implemented in online
education platforms operating in Nigeria?

2. What ethical considerations are encountered concerning data privacy and security within
the Nigerian online education sector?

3. What ethical challenges are encountered concerning data privacy and security within the
Nigerian online education sector?

Methodology

Search Strategy: To conduct this systematic review, a comprehensive search strategy was
employed to identify relevant literature. This strategy involved searching multiple academic
databases, including PubMed, IEEE Xplore, and Google Scholar. The search was conducted
using a combination of keywords and search terms relevant to the study, such as "online
education,” "data privacy," "security," and "Nigeria" (Munn, Peters, Stern, Tufanaru, McArthur
& Aromataris 2018).

Inclusion and Exclusion Criteria: The inclusion and exclusion criteria were established to
ensure that the identified studies were relevant to the research objectives. Studies considered for
inclusion met the following criteria:

Publication Date: Studies published between 2018 and 2023 were considered to ensure the
inclusion of recent research.

Study Types: Primary research articles, reviews, and gray literature were eligible for inclusion.
Geographic Focus: Studies focusing on online education platforms used in Nigeria were
included in the review.

Data Extraction: Data extraction was carried out systematically to gather relevant information
from the selected studies. This process involved recording data sources, study characteristics,
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data privacy practices, security measures, ethical considerations, and challenges identified in
each study (Higgins, Thomas, Chandler, Cumpston, Li, Page & Welch 2021).

Quality Assessment: The methodological quality of the included studies was assessed using
standardized tools or checklists to ensure the reliability and validity of the findings (Higgins et
al., 2021). The assessment considered factors such as study design, data collection methods, and
potential sources of bias.

Data Synthesis: The data collected from the selected studies were subjected to thematic analysis
to identify common themes and patterns related to data privacy and security in online education
platforms in Nigeria (Thomas & Harden, 2008). This synthesis aimed to provide a
comprehensive overview of the state of data ethics in online education in Nigeria.

Data Privacy and Security in Online Education Platforms in Nigeria

The proliferation of online education platforms in Nigeria, driven by advancements in
technology and the necessity for remote learning during events such as the COVID-19 pandemic
(UNESCO, 2020), has transformed the educational landscape. These platforms, including
Learning Management Systems (LMS) and video conferencing tools, serve as vital tools for
educators and students alike, providing access to a wide range of educational resources and
facilitating remote instruction (Okebukola & Jegede, 2019).

Online education platforms collect and store significant amounts of personal data,
including student information, academic records, and communication logs (Huang, 2023). These
platforms typically outline their data privacy practices in their terms of service and privacy
policies. However, the extent to which these practices are adhered to varies (Zeide, n.d). Data
collection may encompass student demographics, learning progress, and even biometric data in
some cases (Drachsler & Greller, 2016; Jones, Asher, Goben, Perry, Salo, Briney & Robertshaw
2020). However, ethical considerations regarding the collection and use of such data in the
Nigerian context remain understudied (Amo, Fonseca, Alier, Garcia-Pefialvo, Casaf, & Alsina
2019; Bala, 2022). Understanding the ethical implications of data privacy and security practices
within online education platforms in Nigeria is crucial for safeguarding individuals' rights and
ensuring accountability ((Williams, Ducoste & Rege 2020 n.d; Henningsen, Valde, Entzminger,
Dick & Wilcher 2019; Abdulrazag et al., 2020).

As online education platforms continue to expand, the collection, storage, and
management of student data have become increasingly important considerations (Chen & Xu,
2020).0Online education platforms often collect data on student behavior and performance
(Yuan, Ruonan & Rongrong, 2017), including information such as time spent on tasks, quiz
scores, and participation in discussion forums (Chen & Xu, 2020). This data is typically stored
in secure servers, and access is restricted to authorized personnel only. The use of encrypted
connections and secure protocols ensures the safety and confidentiality of the collected data
(Office, 2020; Luan., Geczy., Lai., Gobert., Yang., Ogata & Tsai 2020).

In addition to collection and storage, the effective management of student data is crucial.
Data management includes processes for organizing, analyzing, and utilizing the collected
information to improve the educational experience for students (Luo, 2021; Shao, 2019). This
may involve tracking student progress, identifying areas of improvement, and personalizing
learning paths to cater to individual student needs(Chen & Xu, 2020; Zhao & Sun, 2014)

Ethical data practices require informed consent from users regarding data collection and
usage. (Mislove & Wilson, 2018;Punchoojit & Hongwarittorrn, 2014). It's essential to prioritize
user consent and permissions when it comes to ethical data practices. Obtaining informed
consent from users is crucial for transparent data collection and usage (Mislove & Wilson,
2018). This not only ensures compliance with ethical guidelines but also fosters trust between
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the users and the data collectors. When users are informed about how their data will be collected
and used, it empowers them to make informed decisions about their privacy (Kreuter., Haas.,
Keusch., Bahr., & Trappmann 2020). This approach is fundamental in upholding ethical
standards and promoting responsible data handling

Data security is a critical concern in the modern digital landscape, particularly when it
comes to safeguarding sensitive student information (Derawi, 2014).. As technology continues
to advance, the need for effective data encryption and security measures becomes increasingly
imperative (Lai & Lv, 2012). One notable approach to addressing this concern is the
implementation of end-to-end encryption, which ensures that data is securely transmitted and
can only be accessed by authorized parties (Nabeel, 2017). Additionally, the use of multi-factor
authentication can provide an extra layer of security by requiring multiple forms of verification
before granting access to sensitive information (Lutkevich & Bacon, 2021). These measures are
crucial in ensuring the protection of student data from unauthorized access and breaches
(Ibrokhimov., Hui., Al-Absi., & Sain 2019; Ometov., Bezzateev., Makitalo., Andreev.,
Mikkonen., & Koucheryavy 2018).
As online education continues to evolve, the responsible collection, storage, management and
encryption of student data will remain key factors in ensuring the success and security of online
learning platforms.

Current Security Practices
Ensuring the security of online education platforms is paramount to protect the integrity and
privacy of student data.

Protection Against Cyber Threats: Cybersecurity measures aim to protect these platforms from
threats such as hacking, malware, and phishing attacks. However, the evolving nature of cyber
threats poses an ongoing challenge to security (Abdulrazaq et al., 2020;Parthiban, Pandey &
Pandey 2021).

Access Control and Authentication: Authentication mechanisms are employed to verify the
identity of users accessing the platform. Robust access control measures are crucial for
preventing unauthorized access (Onuoha, 2019; Marton & David, 2014).

Incident Response and Recovery: A robust incident response plan is essential for addressing
data breaches and security incidents promptly. The effectiveness of response and recovery
mechanisms varies across platforms (UNESCO, 2020; Maddox, 2021).

Ethical Concerns in Data Privacy and Security

In the context of online education platforms in Nigeria, obtaining informed consent from
users regarding data collection and usage is a crucial ethical consideration (Abdulrazaqg et al.,
2020; Henze., Schwind., Wolf, Kocur & Schmidt 2020). Informed consent ensures that
individuals are aware of how their data will be used and provides them with the opportunity to
make informed decisions about sharing their information. However, achieving meaningful
informed consent can be challenging in online education settings due to issues such as the length
and complexity of privacy policies (Mulligan & Zuckerman, 2019; Grady., Cummings.,
Rowbotham., McConnell., Ashley., & Kang 2017).

Students have a right to control their personal data, including the ability to access,
correct, and delete their information when necessary (Groom, 2019; (Sindhuri & Dongre, 2023).
Ensuring that online education platforms in Nigeria respect these rights is an ethical imperative.
Providing students with user-friendly tools to manage their data and privacy settings is essential
to uphold these rights (Bietz., Bloss., Calvert., Godino., Gregory., Claffey & Patrick 2019;
VanScoy., Jones., Bright., & Harding 2020)
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Ethical data retention practices involve setting clear policies for how long student data
will be stored and under what conditions it will be deleted. Transparent and ethical data retention
policies contribute to the protection of student privacy (Mulligan & Zuckerman, 2019; Chiou., &
Tucker 2017).

Respecting the "right to be forgotten,” as outlined in data protection regulations, is vital
in online education platforms (Groom, 2019). Students should have the ability to request the
deletion of their data once it is no longer necessary for educational purposes or when they
withdraw from a course or platform (Khalil & Ebner 2015). Online education platforms must be
transparent about their data handling practices, including data collection, storage, sharing, and
usage (Bietz et al., 2019; Laoutaris 2018). Transparency builds trust with users and helps them
understand how their data is being used for educational purposes (Wiencierz & Luenich 2022).

Accountability is a cornerstone of ethical data handling. Online education platforms in
Nigeria should have clear protocols for responding to data breaches and security incidents
(Groom, 2019; Asgarinia., Chomczyk Penedo., Esteves., & Lewis 2023). Ethical accountability
involves taking responsibility for breaches, notifying affected parties promptly, and
implementing measures to prevent future incidents.

Equity and Access

Ensuring equitable access to online education platforms is an ethical imperative in a
diverse country like Nigeria (UNESCO, 2020; Faturoti 2022). Ethical considerations include
addressing disparities in internet access, device availability, and digital literacy. Online
education should not exacerbate existing inequalities but instead work to bridge the digital
divide. This can be achieved by identifying strategies to ensure equal access to online platforms
and educational technology for all students, regardless of their socioeconomic background or
geographical location (Cheng & Milikich, 2023). It is important for educational institutions to
prioritize the development and implementation of policies and initiatives aimed at promoting
diversity and inclusion. One way to achieve this is by actively engaging with community
organizations and forming partnerships with public and private entities to address educational
disparities. By collaborating with external stakeholders, educational institutions can leverage
resources and expertise to create more equitable learning environments and opportunities for
students.

Online education platforms should implement measures to ensure that students from
underserved communities and marginalized groups have equal opportunities to access and
benefit from online learning (Bietz et al., 2019). Ethical practices should focus on promoting
inclusivity and reducing educational disparities. Promoting inclusivity and reducing educational
disparities are crucial ethical practices in education (ldziorek et al., 2012). These practices
should focus on creating a learning environment where diversity is celebrated and all students,
regardless of their background or abilities, have equal access to educational opportunities.This
includes addressing issues of discrimination, bias, and systemic barriers that may hinder certain
students from achieving their full potential (Holmes et al., 2021). Looking beyond the
classroom and into community organizations and other public or private partnerships can also
reduce inequalities in educational achievement outcomes.

Challenges and Gaps

One significant challenge in the context of data privacy and security in online education
platforms in Nigeria is the presence of legal and regulatory gaps (Okebukola & Jegede, 2019).
Existing data protection laws may not adequately address the unique challenges posed by online
education. Additionally, regulatory enforcement and compliance mechanisms may be lacking,
creating vulnerabilities in data handling practices. Addressing legal and regulatory gaps related
to data privacy and security is crucial to ensure the ethical and responsible use of technology in
education (Understanding Data Privacy. The Objective and Scope of Nigeria Data..., 2021) (As
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Number of Edtech Providers Grow, Some Say Student Privacy Needs a Reset, 2023).
Collaborating with government agencies, industry experts, and legal professionals can help in
developing and implementing robust policies and guidelines to safeguard the privacy and
security of students and educators using online platforms (5 Policy Recommendations for
Effective Implementation of Al in Education | by Deblina Pakhira | Medium, 2021; Technology
can close achievement gaps, improve learning, 2014).

The rapid evolution of technology introduces challenges related to data security. Online
education platforms must continually adapt to emerging threats such as cyberattacks and data
breaches (Abdulrazaq et al., 2020). Technological limitations can hinder the implementation of
robust security measures in online education. However, it is imperative that every effort is made
to mitigate these limitations and ensure the privacy and security of student data (Heath, 2020).
This may involve implementing secure data encryption protocols, conducting regular security
audits, and providing comprehensive training for educators and administrators on data privacy
best practices (Li & Peng, 2021). Additionally, it is crucial to engage in ongoing dialogue and
collaboration with students, parents, and communities to ensure that their voices are heard and
their unique needs are considered in the development and implementation of ethical practices in
online education (Heath, 2020).

Another challenge is the lack of awareness and education among educators, students, and
parents regarding data privacy and security issues in online education (Onuoha, 2019). This
knowledge gap can lead to inadvertent breaches and compromises in ethical data practices.
Efforts should be made to proactively educate and raise awareness about the importance of data
privacy and security, as well as the potential risks and vulnerabilities associated with online
learning (Heath, 2020). Promoting digital literacy and providing training programs for
educators, students, and parents can empower them with the knowledge and skills necessary to
navigate online educational platforms safely and responsibly (Li & Peng, 2021).

Addressing Research Gaps

Research in the field of data privacy and security in online education platforms in
Nigeria remains relatively limited. Future investigations should explore the effectiveness of
specific data protection measures and cybersecurity practices (UNESCO, 2020). By conducting
thorough research and analysis, these investigations can provide valuable insights into the
current state of data protection and cybersecurity practices in Nigeria's educational system. This
can involve studying the implementation of encryption protocols, security audits, and the
effectiveness of training programs for educators and administrators in safeguarding student data
privacy.

Furthermore, future investigations should also assess the level of awareness and
education among educators, students, and parents regarding data privacy and cybersecurity
issues. Understanding the existing knowledge and practices related to data protection will be
crucial in identifying areas for improvement and potential vulnerabilities in online educational
platforms.

Future research should also focus on the development and evaluation of innovative
technologies and practices to enhance data privacy and security in online education. In addition
to exploring the current state of data protection and cybersecurity practices in Nigeria's
educational system, future research should also focus on the development and evaluation of
innovative technologies and practices to enhance data privacy and security in online education.
This involves investigating emerging encryption protocols, authentication methods, and
cybersecurity tools specifically tailored for online educational platforms. By assessing the
effectiveness of these technologies in safeguarding student data and preventing unauthorized
access, researchers can contribute to the advancement of secure online learning environments.

Moreover, the evaluation of privacy-enhancing technologies such as differential privacy
and secure multi-party computation in the context of online education can provide valuable
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insights into their applicability and effectiveness in safeguarding sensitive student information
(Abdulrazaq et al., 2020). Additionally, research efforts should address the impact of regulatory
reforms and policy changes on data ethics in the online education sector in Nigeria.

Recommendations

To address the legal and regulatory gaps, Nigerian authorities should consider enhancing and
modernizing data protection laws (Okebukola & Jegede, 2019). These laws should explicitly
address data privacy and security in the context of online education platforms. Comprehensive
legislation can provide a robust framework for ethical data practices.

To address the legal and regulatory gaps, Nigerian authorities should consider enhancing
and modernizing data protection laws and regulations to ensure that they are aligned with the
evolving landscape of online education and encompass robust provisions for data privacy and
security (Nigeria’s New Data Protection Act, Explained, 2023; What you should know about
education technology (edtech) models in Nigeria, 2020; NITDA is on a mission to safeguard the
data privacy rights of Nigerians, 2019). Collaboration between governmental bodies, educational
institutions, and industry experts can facilitate the development of comprehensive guidelines
that protect the rights of students and educators while promoting responsible and ethical use of
technology in education (Report: Specific Steps Needed for Student Data Privacy, 2023; As
Number of Edtech Providers Grow, Some Say Student Privacy Needs a Reset, 2023).
Additionally, establishing a certification or accreditation process for online educational
platforms can help ensure that they adhere to stringent data privacy and security standards
(Personal Data Security Technical Guide for Online Education Platforms, 2020; Zhang, 2020).
This can involve creating a framework for assessing the privacy practices, security measures,
and data handling procedures of online education providers, thereby enhancing transparency and
accountability in the sector.(Liagkou, Stylios & IMerynun 2019; Report: Specific Steps Needed
for Student Data Privacy, 2023)

The Nigerian government should collaborate with educational institutions and industry
stakeholders to develop and implement regulatory frameworks specific to online education
(Sangoniran, 2023). This collaboration will ensure that online education in Nigeria meets high
quality standards, promotes inclusivity and access for all students, and protects the rights and
interests of learners and educators involved in online education (Bhushan & Verma, 2017).This
collaboration will also address the challenges and opportunities presented by online education,
such as ensuring data privacy and security, fostering innovation in online teaching
methodologies, and establishing mechanisms for quality assurance and accreditation of online
programs (Sangoniran, 2023). It is a theoretical description and procedural flow of face to face
and web-based (Turmudi, 2020). This collaboration will also address the challenges and
opportunities presented by online education, such as ensuring data privacy and security,
fostering innovation in online teaching methodologies, and establishing mechanisms for quality
assurance and accreditation of online programs (Felder, Brent & Prince 2011). These
frameworks should outline minimum data security standards, compliance requirements, and
mechanisms for oversight.

Online education platforms in Nigeria should invest in advanced encryption technologies
and cybersecurity measures to protect student data from unauthorized access and potential cyber
attacks (ldziorek, Rursch & Jacobson 2012). This includes end-to-end encryption for
communications, robust access controls, and regular security audits and updates. Additionally,
there should be transparent and comprehensive policies in place to address issues such as
plagiarism, academic integrity, and intellectual property rights within the realm of online
education. Given the evolving landscape of cyber security threats, it is important to provide our
workforce with ongoing training in cyber security (LeClair, Abraham & Shih 2013).The
protection of cyber assets requires a multipronged approach that requires the coordination of
government, academia, and industry (Idziorek et al., 2012).This collaboration will ensure that
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online education in Nigeria meets high quality standards, promotes inclusivity and access for all
students, and protects the rights and interests of learners and educators involved in online
education (Lim, 2018).

To empower users with control over their data, online education platforms should design
user-friendly privacy settings (Bietz et al., 2019). These settings should allow students to easily
manage data sharing preferences, access their data, and request data deletion when needed.
Educational institutions should incorporate digital literacy and ethics education into their
curricula to ensure that students, educators, and parents are well-informed about data privacy
and security (8 Tech Skills Every Student Should Have, According to Educators, 2024 ;
Importance of Digital Literacy, 2022). These programs should cover best practices, risks, and
the importance of ethical data handling(Oducado & Estoque, 2021; Abdulmajeed, Joyner &
McManus, 2020; Rasheed, n.d)Online education platforms should engage in awareness
campaigns to educate their users about data privacy and security practices (Hassan, Wahi, Ismail
& Awwad 2022; Siemens, Althaus & Stange 2013). These campaigns should emphasize the
ethical responsibilities of all stakeholders in protecting sensitive data and maintaining a secure
online learning environment.

By implementing these recommendations, Nigeria can enhance the ethical treatment of
data in online education, safeguarding the privacy and security of individuals' information while
promoting the continued growth and accessibility of online learning platforms.

Conclusion

In conclusion, the ethical considerations surrounding data privacy and security in online
education platforms used in Nigeria are of paramount importance as these platforms become
increasingly integral to the education landscape. This systematic review has shed light on the
current state of data ethics in online education and identified several key findings and
recommendations. The review revealed that while online education platforms offer numerous
benefits, they also present ethical challenges. Data privacy practices vary, and issues such as
informed consent, user rights, data retention, and transparency remain areas of concern. Security
measures, though essential, need improvement to protect against evolving cyber threats.

To address these challenges and promote ethical data practices, we recommend a
multifaceted approach:

%+ Strengthening data protection laws and establishing regulatory frameworks specific to
online education will provide a legal foundation for ethical data handling.

% Investing in advanced encryption and cybersecurity measures, along with user-friendly
privacy settings, will enhance data security and user control.

¢ Incorporating digital literacy and ethics education into curricula and conducting
awareness campaigns will ensure that all stakeholders are well-informed about data
privacy and security.

% It is crucial that Nigeria takes proactive steps to safeguard data privacy and security
while fostering the growth and accessibility of online education platforms. By doing so,
the country can provide a secure and ethical digital learning environment for its students
and educators, contributing to the advancement of education in the digital age.

% In the rapidly evolving landscape of online education, continual research, regulation, and
education will be essential to adapt to new challenges and ensure that ethical
considerations remain at the forefront of digital learning.
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